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Transformers models

 Transformers, state-of-the-art of

machine learning (ML) models
»Highly accurate, very complex
» Many tasks
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Transformers models

* Transformers, state-of-the-art of Safety-critical systems

machine learning (ML) models
»Highly accurate, very complex
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Hardware is vulnerable to faults

Transformer
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Hardware is vulnerable to faults
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Hardware is vulnerable to faults

‘ Fault source 1+1=3

Silent Data Corruption (SDC)

e Computation is done but result is
altered
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Hardware is vulnerable to faults

‘ Fault source

Sllent Data Corruption (SDC)

Computation is done but result is
altered

///
\ Detected Unrecoverable Error (DUE)
e Crash and OS hangs
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Hardware is vulnerable to faults

‘ Fault source

Sllent Data Corruption (SDC)

Computation is done but result is
altered
AppCrash.exe has stopped working

///
Detected Unrecoverable Error (DUE) | szemguemerogme oo,
e Crash and OS hangs '
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Hardware is vulnerable to faults

This raises multiple questions about the
assessement methodology and the efficiency
of the protection methods —
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

Result: class associated
to Topl
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

Result: class associated
to Topl

Example: g

Transformer

0.98 | 0.02 | 0.005 ... | 0.00..
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

Result: class associated
to Topl

Example: g

Transformer

0.98 | 0.02 0.005 ... | 0.00..
Dog  Cat Fish Car
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

We define the confidence as:
C =Topl — Top2

Result: class associated
to Topl

Example: g
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

We define the confidence as:
C =Topl — Top2

Result: class associated
to Topl

Example:

Transformer

0.98 | 0.02 0.005 ... | 0.00..
Dog  Cat Fish Car

Class: Dog
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Conf.: 0.1%, Class:
Ambulance
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

We define the confidence as:
C =Topl — Top2

Result: class associated
to Topl

Example: Transformer

Transformer

0.98 | 0.02 0.005 ... | 0.00..
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One under-explored variable: inputs

For a dataset of N classes
Topl | Top2 | Top3 | .. |TopN

We define the confidence as:
C =Topl — Top2

Result: class associated
to Topl

Less critical? }

Transformer

Example:

Transformer

0.98 | 0.02 0.005 ... | 0.00..
Dog  Cat Fish Car
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Results in a nutshell
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Results in a nutshell

@ Neutron beam (unprotected) [1]*
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Results in a nutshell

@ Neutron beam (unprotected) [1]* Fault simulation (protected) [2]f

Very Low Low  High Very High
Confidence intervals

*Same trends are observed by
injecting fault at software level
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Results in a nutshell
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Results in a nutshell

@ Neutron beam (unprotected) [1]*
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*Same trends are observed by
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Results in a nutshell

@ Neutron beam (unprotected) [1]*
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Despite a great level of
protection, low conf. inputs are
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Misclassification
Crass-Section [cm?]

TSame trends are observed on 4
[1] L. Roquet, IEEE TNS, 2026

different models (CV & NLP)  [2] 1. Roquet, IEEE LATS, 2026

*Same trends are observed by
injecting fault at software level
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Dependability Evaluation and & IRISA

Enhancing Methaods for Transformer

N Université
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. - Less critical?
1. Context and Motivation
Transfarmers running on GPUs are vulnerable
to transient faults (i.e. neutrons, protons, etc.)[1].
Motivation: Explore how input characteristics

affect misclassification rates

Goal: Improve the dependability of Transformer

models Conf.: 0.1%, Class: -
Ambulance ,” Conf.: 5%, Class: Dog
2. Input Selection and Activation Clipping
©cConfidence profiling [2] I @Activation clipping as a fault mitigation strategy [3]
Transformer 1 Safe values D Unsafe values Example of layer-wise clipping
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Input Confidence - Nat be filtered by the clipping

CO I I l e Se e l I I O Ste r 3. Dependability Evaluation 4. Main Takeaways
@ Neutron beam (unprotected) [4] Fault simulation (protected) [5] and Future Work
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£ 3 T 3 1 s strategy for Transformers based on
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Inerable: up to 2 & f X
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Lucas ROQUET > Confidence intervals
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