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2. Input Selection and Activation Clipping

Dependability Evaluation and
Enhancing Methods for Transformer
Models

4. Main Takeaways
and Future Work

Transformers running on GPUs are vulnerable

to transient faults (i.e. neutrons, protons, etc.)[1].

Motivation: Explore how input characteristics

affectmisclassification rates

Goal: Improve the dependability of Transformer

models
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Inputs Filtered by the clipping

Confidence intervals

Neutron beam (unprotected) [4]

Low conf. inputs are more
vulnerable: up to 22x more
misclassifications

Fault simulation (protected) [5]

Layer-wise clipping fails
to protect low confidence

inputs

Up to 63x more
misclassifications
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Main Takeaways:• Similar trends are observed on LLMs

• Misclassification rates are strongly
linked to input characteristics

• Despite a strong fault-mitigation
strategy, vulnerable inputs are not
protected

Future work:• Develop a tailored fault-mitigation
strategy for Transformers based on
input characteristics

• Explore security fault-models (laser
fault-injection, electromagnetic fault
injections, rowhammer, etc.)
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